
                             sing damaged or worn 
out tape cartridges can be expensive. 
Lost data can be costly and in some 
situations impossible to recover. Is it 
possible to know which cartridges should 
be retired? Happily, for users of LTO and 
IBM 3592 media there is a very reliable 
historical data source. That source is a 
cartridge memory (CM) chip located 
inside the cartridge, and it contains a 
wealth of information about the past life of 
the cartridge.

Even cartridges that are used in a 
well-maintained environment wil l 
eventually wear out. Worn out or 
damaged cartridges can carry debris that 
may be transferred to tape path elements 
such as roller guides and the read/write 
heads of tape drives. This debris can 
scratch the tape surface as well as the 
read/write head and can seriously 
damage the drive.

U  Once the tape drive is contaminated the 
debris can be transferred to the next 
cartridge and the next. Thus, a single 
bad cartridge can impair tape drives and 
contaminate your perfectly good 
cartridges. The longer it takes you 
discover a bad cartridge, the more 
extensive can be the damage. Like a 
virus, a bad cartridge ought to be 
quarantined before it has a chance to 
contaminate the rest of your system.

Backup failures caused by worn 
cartridges or damaged drives can be 
costly. The cost of a restore failure can 
be much higher. Restoring data from an 
archive cartridge kept at an off-site 
storage vault is often the last resort in 
order to retrieve a lost file.

Even though most systems report the 
most serious tape storage related errors, 
by the time they do the damage often has 
already occurred. “More and more tape 

systems  these days only start reporting 
error activity after a certain threshold is 
reached,” said Kevin Burton, Manager 
for Quality and Engineering for Graham 
Magnetics, in Graham, Texas. “The 
problem is, the time between when the 
system starts reporting the error activity 
and when the tape crashes is way too 
close of a time frame.” 

Failing cartridges need to be 
replaced and failing tape drives need to 
be serviced before they can cause 
serious damage. Finding the point where 
a cartridge is just about to go bad can be 
problematic. For one, the decline in the 
quality of a cartridge through its lifecycle 
is not linear. Throughout its usable life 
the performance is typically quite stable, 
but once a cartridge begins to wear the 
debris generated by the worn cartridge 
can be transferred to the tape drive. A 
contaminated tape drive wears both the 
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wears both the tape surface and tape 
edges excessively, generating even 
more debris. This avalanche effect 
rapidly decreases the cartridge quality. 
The trick is to retire that cartridge just 
before damage occurs.

Performing periodic tests in order to 
detect potential problems early may 
cause logistical problems. Diagnostic 
software that performs write/read tests 
can and should be scheduled to run at 
times when the system is idle. This may 
be acceptable for some systems; 
however, many systems are not idle for 
any extended period. It takes about two 
hours to fill an LTO cartridge; it takes at 
least that long to test a single cartridge 
extensively. Large library systems can 
contain 5,000 or more cartridges. 
Considering that the testing should be 
done periodically in order to detect the 
point in a cartridge's life when an action is 
required, it is easy to see that testing is 
often impractical.

It is also unnecessary and even 
counterproductive. Tests mimic the 
operation of the back-up software by 
writing data to tape and reading the data 
back. Granted, the error reporting tends 
to be better, but this extensive testing 
directly reduces the life of the very 
cartridges you are trying to preserve for 
as  long  as possible.

A better method is to closely monitor 
the performance of the cartridges during 
normal operations. Collecting the 
statistical data does not impact the 
system performance and requires no 
extra write and read operations.
   Tape drives employ sophisticated error 
correction algorithms and error recovery 
procedures for both reading and writing 
operations. Corrections of recording 
errors are commonly performed by the 
drive's error correction circuitry. Since 
corrected errors are common and do not 
compromise the integrity of the users' 
data, they go largely unreported. 
Although a single occurrence of an error 
correction is no cause for alarm, a 
statistical increase of error correction 
activity can point to a cartridge that is 
approaching the end of its life.

It is when several recording errors 
occur in a small area on the tape that the 
drive's error correction logic may not be 
able to correct the errors. The drive's 
software then retries the read or write 
operation in an attempt to recover the 
data. These types of errors are more 
serious, especially if they occur during 
read operations.

The most undesirable errors are 
those 

that could not be corrected by the tape 
drive, since they result in back up or 
restore failures. There also are other 
types of errors, such as those 
concerning reading the servo tracks that 
are written on tape by the media 
manufacturer.

In order to judge the quality of a 
cartridge we need to consider all of these 
error statistics, not simply those errors 
indicating severe problems.

The tape inside a cartridge wears just 
by moving through the tape path of a 
drive. Even a cartridge that has 
performed flawlessly for a long time will 
eventually wear. The number of bytes 
written to the tape and read back from 
the tape tells us how often the tape has 
been moved through a drive's tape path.

The chronological age of a cartridge 
should also b taken into account. An old 
cartridge is not necessarily a bad 
cartridge if it was stored in a well 
maintained environment. Given a 
choice, a new cartridge is preferred 
because there have been fewer 
opportunities for its abuse.

The truly helpful statistical data 
required to determine the cartridge 
quality can be obtained quite easily from 
cartridges containing a cartridge 
memory (CM) chip. The CM chip 
contains a complete history of the 
cartridge, including all relevant quality 
statistics, including the number of bytes 
read/written, the number of loads, the 
age of the cartridge, and very detailed 
error statistics.

As removable media, tape cartridges 
do not generally remain in the same 
system for long. Most tapes are used to 
archive data and are stored outside the 
library system, often in offsite vaults.

Cartridges are also moved within 
companies. When they are not needed 
anymore in a particular system they are 
often moved to a different system. Some 
companies also purchase used 
cartridges on the open market. In this 
case the cartridges often move from a 
seller to a reseller and then to a 
purchaser.

One would think that a cartridge's 
history would disappear while moving 
from system to system or from company 
to company. The CM chip, however, is an 
integral part of the cartridge and thus the 
cartridge history contained in the CM 
remains forever with the cartridge.

Statistical data within the CM are 
maintained by tape drives. When a 
cartridge is loaded, the drive reads the  
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CM and then writes the updated data 
back to the CM just before unloading 
the cartridge. When a cartridge is in a 
drive its contents can also be read 
through the host interface of the drive. 
Special software on the host can 
receive the data from the drive and 
analyze the quality of the cartridge.

It can be time consuming, tedious, 
and inconsistent to attempt to look at all 
the data in a CM in order to evaluate a 
given cartridge. After reading the CM, it 
is helpful to create a single score 
number that is automatically and 
consistently calculated from all 
available data.

The scoring algorithm needs to take 
into account the impact of each 
parameter on the cartridge life, the 
relative number of occurrence, and the 
age of the occurrence. For example, a 
corrected error is less severe than an 
error that required a recovery operation 
and the parameters should be weighted 
accordingly. Ten corrected errors per 
gigabyte written are less serious than 
one hundred corrected errors per 
gigabyte written. A recovered error that 
occurred a long time ago is less 
important than a recovered error that 
occurred recently. Scoring, when done 
correctly, can be very beneficial since it 
lets a user evaluate the cartridge quality 
reliably without having to review a lot of 
data.

“It's extremely easy to know if you 
have a good cartridge before archiving 
when using a device that reads the 
cartridge memory ans presents a 
s imp le  d i sp lay  o f  e r ro r  r a te  
performance, usage, age and a color 
coded scale. This expedites the 
decision about usability.” said Ken 
Cruden, executive vice president and 
general manager for Tandberg Data 
Corporation in Poway, Calif. “Having 
this single score allows the user to 
quickly and consistently check if a 
cartridge is within standards.” 

What is judged an acceptable score 
depends first on how the cartridge will 
be used. A fair cartridge may be safely 
used as a scratch cartridge. A cartridge 
selected for offsite storage ought to fall 
at least in the good category. A higher 
standard should be expected from an 
offsite cartridge because a restore may 
be required from it after having been in 
storage for several years. It could 
potentially be inserted into a different 
drive that wrote the cartridge, perhaps 
even into one which is one or two 
generations beyond the drive that wrote  
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the cartridge. 
When an error occurs, the culprit may 

not be obvious. It could be a bad cartridge 
or it could be a malfunctioning drive. 
When a drive is not able to read a record it 
could be that the tape was contaminated 
by debris, the read head of the drive was 
contaminated, or the drive could be 
malfunctioning. “In general, cartridge 
failure is very rare,” said Rich D'Ambrise, 
director of Technology at Maxell 
Corporation of America, in Fair Lawn, 
N.J. “Most of the errors occur from lack of 
drive maintenance, drive failure or 
software issues even when most of the 
prompts point towards media or cartridge 
errors.” Most media manufacturers will 
a g r e e .  H o w e v e r ,  a s k  a  d r i v e  
manufacturer about backup and restore 
failures and the answer might be quite 
different. Users are often stuck in the 
middle and shunted from place to place 
when looking for answers.

The problem of determining whether a 
drive or a cartridge is the source of the 
failure is not new. Fortunately, now there 
is a way to solve this problem.
   The memory chip contains details of the 
last four times the cartridge was used, 
including the manufacturer and the serial 
numbers of the drives in which the 
cartridge was used. Monitoring the 
cartridge quality should not be a one-time 
event. By extracting and storing the CM 
contents periodically, we can monitor the 
progression of the cartridge by 
maintaining an appendable database for 
each cartridge. Since this database also 
includes the identity of each drive that 
accessed the cartridge, this information 
can be used to differentiate between 
cartridge failures and drive failures. For 
instance, if a cartridge failed on several 
drives but the same drives worked with 
no problems with other cartridges, there 
is strong evidence that the cartridge may 
be past its useful life. If a cartridge failed 
in a drive after performing flawlessly in a 
different drive, then the drive may need 
maintenance.

Managing the system quality does not 
need to be time-consuming or expensive. 
In fact, data centers usually already have 
most of the components needed to detect 
failing cartridges and failing drives before 
they cause serious problems. Not 
knowing the quality of a cartridge
 is gambling with company
 data. “I am a believer in
 knowing the condition 
of media. Any tool that can 
provide that insight can make 
a data center run more efficiently,”
Kevin Burton said.
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“All data centers that use data cartridges should be aware of the cartridge 
quality,” Ken Cruden said. “The information is contained in the cartridge. Simple-to-
use and inexpensive products can be extremely helpful for identifying the quality of 
a cartridge and of the quality of drives.”

Peter  Groel  is president of MP  Tapes, Inc., www.mptapes.com.

ERASED MEMORY CHIP IN 

RECONDITIONED MEDIA
Some vendors of reconditioned media erase all data in the 

LTO cartridge memory (CM) chip. They may have a good 
reason for doing so: the vendor wishes to conceal the history 
and condition of the cartridge from the buyer.

The quantity of available used media has mushroomed as 
tape markets have matured. Sellers of used media may 
require that all data be erased from their tapes before the 
media may be sold on the open market. Several resellers offer 
the service of securely erasing the media. Some vendors also 
erase all data from the CM. It is certainly legitimate, perhaps 
even desirable, to reset some of the fields in the CM, for 
example, the tape directory, the location of the end of data 
mark, and other tape contents-related data. After all, by 
erasing the data on tape, the tape contents have changed, 
therefore the CM should also be modified.

However, there is no legitimate reason to erase the 
statistical, quality-related data from the CM. The cartridge has 
been previously used and it has a history. Erasing the data 
from the tape does not change all of the history available in the 
CM.

It is impossible to judge the cartridge quality from the 
outward appearance of a cartridge when buying used media. 
Extracting the CM contents to discover the quality record of the 
cartridge is the best and the only way to decide if that cartridge 
can be reliably trusted with your valuable data.



JULY/AUGUST 2007/dcm       43

PERCENTAGE OF RECORDS 
WITH ERRORS-Error statistics can be 
one of the most important indicators of 
cartridge health. 

There are three types of errors: 
recovered data errors, unrecovered data 
errors, and servo errors. During a write 
process, recovered write errors occur 
when the read-back check of the data 
shows that the record had too many 
errors. The error correction circuitry of the 
tape drive may have been able to correct 
these errors and the data may have been 
read back perfectly, but a drive may 
decide to allow only a few errors in order 
to have sufficient margins for a later 
restore process. The drive will then 
rewrite the same record further down the 
tape.

Recovered read errors occur when 
the error correction logic is not able to 
correct errors during a read process. The 
drive will retry the operation, which 
involves stopping the tape, moving it 
back and reading the record again. The 
tape drive will repeat this operation until 
the read operation is successful, or until it 
finally gives up. A recovered read error 
means that this retry operation was 
eventually successful. Recovered read 
errors are more serious than recovered 
write errors, so it is advisable to incur very 
few read-retries.

An unrecovered read and write error 
is by far the most undesirable errors 
since they always causes a complete 
crash of the backup or restore process. If 
this happens during a data restore and if 
a copy of the data is not available, expect 
phone calls from very unhappy users.

LTO tape is manufactured with five 
servo bands pre-written by the tape 
manufacturer. Tape drives use these 
bands to locate the data tracks. A 
suspended writes error means that 
during a write process, information in a 
servo band could not correctly be 
decoded. The servo band instructs the 
tape drive as to the location of the write 
head. If a servo error occurs, the drive 
may not know the location of the write 
head. The head could even be in an area 
that has previously been written. 
Continuing to write in this situation could 
have disastrous results. A servo error 
means that the drive found too many 
errors in the servo track to continue 
writing. The drive will write the data 
further down the tape when the quality of 
the servo tracks improves.

NUMBER OF BYTES READ AND 
WRITTEN- 

N U M B E R  O F  C A R T R I D G E  
LOADS-

The number of bytes read 
and written refers to the total amount of 
data that has been transferred to and 
from the cartridge. This tells how many 
times the tape was moved through the 
drive's tape path. A well-maintained 
cartridge is quite resilient to the 
challenges of the tape path elements 
throughout its lifetime. However, at some 
point a cartridge is past its life 
expectancy and rapidly moves into its 
twilight years.

If the number of times the 
car t r idge  has  been loaded is  
disproportionately high relative to the 
number of bytes written or read, this 
indicates that each time the cartridge 
was loaded, only a few records were 
accessed. Accessing random records on 
tape requires movement of the tape to 
locate the records. If this is the case, the 
actual amount of tape that moved 
through the  drive's tape path is probably

much higher than the statistic of number 
of bytes transferred suggests. It should 
ideally require only one load to write at 
least one wrap (i.e., one movement of 
tape between beginning and end of tape 
in either direction). The number of 
cartridge loads should not exceed 50 
times the number of bytes transferred 
divided by the total cartridge capacity. 

The CM 
contains the date of manufacture of the 
cartridge, which indicates age. An old 
cartridge is not necessarily a bad 
cartridge. A cartridge should last for a 
long time without any negative effects on 
its performance if it has been stored in a 
controlled environment. However, the 
older the cartridge is, the more natural it 
is that more opportunities would arise for 
its abuse. Given a choice, a newer 
cartridge is preferable to an old cartridge, 
so statistically, old age is considered a 
weak negative.

AGE OF CARTRIDGE-

Data Used to Determine
Cartridge Quality
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